Truephers Certified Penetration Tester
Ethical Hacking | Cyber Security |
Information Security

Complete Penetration Testing Course

#Basics of Networking

Introduction to Internet Protocol

[P Addresses

[P Address Spoofing (Changing IP Address)
Proxies

Tor Browser, Web proxies, Manual proxies, VPN
Ports (Logical ports)

TCEUDP

3-way TCP handshake

DNS

DHCP

SMTP, POP3, IMPS

et 5, SSL, TLS

MAC Address (Hardware Address)

MAC Address Spoofing

Hubs and Switches
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#Digital Forensics

* Introduction to Data Forensics
* Data recovering

* Permanent Data deletion

*» Windows Forensics

* Events and Logs views

USB and Browser Forensics

» Digital data - Image Forensics
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=+ Cryptography and Steganography

% Encryption
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» Hashing

» Disk Encryption- Bit locker, Vera crypt
» Image Steganography

» Audio/ Video Steganography
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= Virtual Machines (Virtual Box, VMWare, KVM)

% Introduction to Virtual Machines.

» Installation of Oracle Virtual Box

» Configuration of Virtual Machines in details
* Networking in Virtual Machines

* Importing/ Exporting Virtual Machines

* Cloning Virtual Machines
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== Basics of Linux Administration
» Introduction to UNIX/ LINUX

* Downloading and Installing Linux

» File Structure

» Basics Commands
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» Introduction to Kali Linux

Installing Kali Linux

File Structure

Installing and Configuring SSH, FTP, TFTP, Apache, Tomcat,
Postgresql, Python, and other important services and daemons in Kali
Linux

% Installing and Configuring Kali Pen testing Tools

*¢ Bash Scripting

» Essential Tools - Netcat, Ncat, SOCAT, Wireshark, tcpdump
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=+ Viruses, Worms, Trojans, Binder's and Crypter's
* Virus creation

* Trojan creation

* Ransomware

* Poison ivy, Cybergate RAT
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% Binder’s
** Crypter’s

“# Google Hacking Database

% Using Google Dorks

* Finding files, pages for particular Website
* Finding Open Cameras

* Finding Routers

» Exploit-db GHDB

SHODAN (Search Engine for I0T)
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iPassword Attacks

* Windows/ Linux password hashing

* Windows SAM Database

Linux passwd/ shadow files

Windows Password Cracking

Linux Password Cracking

Brute-forcing

Rainbow tables

Ophcrack

Cain and Able

bkhive, samdump?2

Password Hashing and Encryption

Password profiling with cupp

Password generator tools

Hydra

Hashcat

John The Ripper

HTTP - FTP - Telnet - RDP - RAR - ZIP - MD5 - SHA - LM/ NTLM
password hashes and cracking with different tools and techniques
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“ Active Information Gathering/ Enumeration
» Active Information Gathering

* OS Fingerprinting

* Port Scanning

* Banner Grabbing.
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Different Port Scanning tools and types.
Port Scanning with Nmap

Nmap Scripting Engine

Netcat/ Zenmap

Domain Name WHOIS lookup

Reverse hostname lookup

SMB Enumeration

SMTP Enumeration

SNMP Enumeration
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“ Passive Information Gathering/ Enumeration

Passive Information Gathering
Google Hacking Database
Google Dorks

Online Email Finder

Online Active ports scanners
Reverse hostname lookup
Netcraft

DNS Zones

Zone transfer

Wayback Machine

Uptime Monitoring

Online Domain tools
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“ Vulnerability Assessment, Scanning

* Vulnerability Scanners

* Configuring and Installing Vulnerability Scanners
* Nessus

* Nexpose

* OpenVAS

Web Vulnerability Scanners

% Acunetix Vulnerability Scanner

» Nikto

* Dirbuster
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=% Web Application Penetration Testing
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Basics of The WEB

Understanding Web Protocols

Configuring Vulnerable Web Application for Learning and Testing
Burp-Suite

OWASP ZAP

Nikto

Dirbuster Dirb

SQLmap

Cross Site Scripting XSS

Cross Site Request Forgery

SQL Injection

RFI/ LFI

Finding Insecure Sensitive files (password, backup files)
OS Command Injections

Insecure File Uploads

And their Mitigations
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#+ Sniffing and Security

% Wired Sniffing and Wireless Sniffing
“* ARP Poisoning

% Wireshark

% Cain and Able

% SSL-strip

# Wireless Hacking and Security

“* Wireless USB adapters

%* Monitor mode and Promiscuous mode
** WEP Encryption

“* WEP Password Cracking

< WPA/ WPA2 Password Cracking

¢ WPS Cracking

¢ Using other tools

== Client Side Attacks

** Browser based client side attacks
% Java signed applet attacks
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SMB based client side

PDF, Excels, Word documents based client side attacks

Responder
Teensy USB

#Buffer Overflow Exploitation
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Fuzzing

Debugger

DEP ASLR

Crashing

Registers

Controlling EIP

Bad Characters

Space for Shellcodes
Finding Return address
Generating a shell code with msfvenom
Getting Shell on the box

=+ Metasploit Framework
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Installing or updating

User Interfaces

Exploring Auxiliary module
Exploring Exploit module
Metasploit Payload module
Searchsploit Exploit-db

Staged vs. Non-staged payloads
Meterpreter

=% Web Shells | MsfVenom | Malware frameworks
% Web Shells
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Uploading and Executing different types of webshells
ASP, PHP, Java, Cold-fusion, Perl Web Shells

Payload Generators
MSFVenom
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#Port Redirection and Tunneling

Port forwarding and redirections

SSH tunneling

Local port, Remote Port and Dynamic port forwarding
HTTP Tunneling benefits

Proxychains

Metasploit port forwarding
Plink

Other proxy tools
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# Privilege Escalation

% Linux and Windows Privilege Escalation
» Vertical Privilege Escalation

* Horizontal Privilege Escalation

* Misconfigured File permissions

» Kernel Exploits

» Automated scripts to privilege escalation
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“ System Hardening

% Securing Windows

* Windows Password profiling

* Updating and Patching Windows

* Files Permissions

* User Access Control

* Linux Server Hardening

* Securing sensitive and configuration files

* Updating and Patching system and services
» Configuring Secure CMS
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4 DOS Attacks

» SMURF DOS

* Ping of Death DOS
[CMP Flood

SYN Flood

» Slow Loris

DDOS
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*¢* Case Scenarios

'ulrIPS | IDS

* Intrusion Detection Systems
* Firewalls

* Intrusion Prevention System
WIPS, WIDS

Snort
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= Android Hacking

*¢ Understanding Android OS

* Rooting Android

» Installing the Xposed Framework

* Installing Hacking tools on Android

* Creating malicious APK with msfvenom
» Hacking Android with Metasploit
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= Report Generation

%+ Sample Reports

¢ Report generation tools

*¢ Maintaining Important links and texts in report generation

+ Miscellanies

%* Making Bootable Pen-drive

% Creating Password stealer Pen-drive
% Hard Drive cloning

Call: 73994 994 73 www.truephers.com info@truephers.com




